VPN Setup

To begin follow instructions step by step.

There is a word only checklist at the end that can be printed for your convenience.
Select The VPN Setup Information link. (zip file) on website.

The menu will ask where to place zip folder,

Select, desktop if not it may go into your downloads.

1 Right click on the folder and select extract or whatever you

Open

| T N B have to extract files. (My computer at home uses 7-zip to
Pin to Start

i EaScanwithWindowsDafendar..‘ zf extract.)

E Share :

Open with > ~ . .

| " ovescemsro N It will pop up with a

1 Restore previous versions | Extract Compressed (Zipped) Folders

s ; S e 5 menu to select

l E:tpy Select a Destination and Extract Files DeStination and

;z::mmmt : Files will be extracted to this folder: EXt ra Ct.

i Rename A\Users\Pfordenbacher\Desktop\vpn_for windows_package

{ Properties

(=T A

[ Show extracted files when complete

It will create its own folder with the same name to open the files in.

If that doesn’t work: Create a new folder on the desktop. Open the zip folder then
select every file in the folder and copy/extract to the new folder you created. In
the new folder you created right click on the Setup file and select “Run as
administrator”.
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Profiles

Setup
ﬁ" anyconnect-dart-win-3.1.10070-k%
ﬁ'_:jﬁ anyconnect-gina-win-3.1.10010-pre-depl...
ﬁ'_:’gj anyconnect-nam-win-3.1.10010-k9
ﬁJ anyconnect-posture-win-3.1.10010-pre-...
ﬁ'ﬁj anyconnect-telemetny-win-3.1.10010-pre...
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ﬁ" anyconnect-websecurity-win-3.1.10010-... 722,205 10
ﬁ'_:jﬁ anyconnect-win-3.1.10010-pre-deploy-k% 1
:E autorun 1
E eula 1
R Setup 7/22/2015 10
1 setup 772242015 10:

14items 1 item selected 4.25MB

4/2015 1:05 PM
9/4,2015 1:05 PM
222015 10656 AM Windows Installer ...
7/22/2015 10:56 AM
015 10:54 A

7222015 10

File folder

File folder

Windows Installer ...

Windows Installer ...

43 AN Windows Installer ...
9AM  Windows Installer ...
58 AM Windows Installer ...
Windows Installer ...

Setup Information 1KE

HTMIL File 3 KB

52 AM  Application 236 KB

38 aM HTML Application 16 KB

If user account control is enabled you will see a box open as shown below.

9 User Account Control

PC?

Program name:  AnyConnect Secure Mobility Client
Verified publisher: Cisco Systems, Inc.

File origin: Hard drive on this computer
o

Y

% Cisco AnyConnect Secure Mobiity Chent bnstall Selector

Select the AnyConnect 4.8.02045 modules you wish to
install:

Core & VPN

m Start Before Login

m Network Access Manager
m VPN Posture (Hostscan)

m AMP Enabler

m Network Visibility Module
m Cloud Web Security

m Umbrella Roaming Security
m ISE Posture

m Select All

m Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

>) Do you want to allow this app to make changes to your

Click yes to continue the install.

Important!

In the next box that opens uncheck every
box except for the first and bottom and
click Install Selected.
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: A new confirmation box will open then click
OK to start the install.

o You selected the following AnyConnect 4.8.02045 modules to
install:

AnyConnect VPN
AnyConnect Diagnastic And Repoﬁ:ﬁg Tool

Do you wish to install these now?

0K Cancel

=| Cisco AnyConnect Secure Mobility Client EULA *

-

Supplemental End User License Agreement for Cisco Systems AnyConnect In the new bOX that opens |S the
Secure Mobility and other related Client Software . .
EULA or license agreement. It is

recommended to read through
the agreement then select

IMPORTANT: READ CRREFULLY

This Supplementzl End User License Agreement ("SEULA") contains
additicnal terms and conditicons for the Scftware Product licensed under
the End User License Rgreement ("EULL") between ¥ou ("You" as used
herein means You and the business entity you represent) and Cisco Accept.
{collectively, the "Rgreement™). Capitalized terms used in this SEULR

but not defined will hawve the meanings assigned to them in the EULR. To

the extent that there is a conflict between the terms and conditions of

the EULE and this SEULR, the terma and conditioms of this SEULE will

take precedence.

In addition to the limitations set forth in the EULA on your access and
use of the Software, you agree to comply at all times with the terms and
conditions provided in this SEULR. DOWNLORDING, INSTRLLING, OR USING THE
SOFTWARE CONSTITUTES ACCEPTANCE OF THE AGREEMENT, AND YOU RRE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT ¥OU REPRESENT (COLLECTIVELY,
"CUSTCMER™) TO THE ACREEMENT. IF ¥OU DO MOT AGREE TO ALL OF THE TERMS OF
THE RCREEMENT, THEN CISCO IS UNWILLING TO LICENSE THE SOFTWARE TO ¥OU
AND (&) YOU MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, RND (B) ¥OU
MLV DETIION THY SNATTWRADE [THNCTITNTHE ANV TTNOADENEN ~M DRCRRCE RND ANV

v

Cisco AnyConnect Secure Mobility Client Install Selector X The last box will indicate successful completion of

the program install. Select OK.

Installation complete.
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. sty mied ey Open the start menu and either select
o c o Ay TR it Cisco AnyConnect at the top in recently
@ Gisco AnyConnect Secure Mobily C.. 2 added or the lower folder named Cisco

which has the same shortcut.

A Microsoft Edge

AE Access

Acrobat Reader DC

Calendar

Camera

Cisco

Cisco AnyConnect Secure Mobility Chent

‘\ Cisco AnyConnect Secure Mobility
@ Connect

X excel

) Firefox

L Type here to search

In the new box that opens when you launch the program need to type in vpn.rose.edu
including the dots as separators as shown below then select Connect.

& e
Ready to connect.
— | Connect

S |
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This window may or may not open after connection. If it does just select the only box checked
below.

@ Cisco AnyConnect Secure Mobility Client - X

il i1
cisco AnyConnect'Secure-

Preferences  Statistics Route Details  Firewall Message History -.
[ 5tart YPM when AnyConnect is started
Minimize AnyConnect on VPN connect
[ allow local (LAM) access when using VPN (if configured)

[JBlock connections to untrusted servers

Try the connection again and click Connect Anyway.

@9 Cisco AnyConnect | 17216.0.1 * 1 Inthe next box in the user name box enter
rsc\ followed by your rose login user name and in
= “ | the second box your login password
Username: |rsc‘u’earle |
Password: | e | . Rsc\jearle is for example only.
Remember passwords are CaSe SeNsltiVe.
o ]| coe |
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After clicking OK a dialog box in lower right corner of your taskbar it will open attempting the
connection, when it disappears and if not presented with an error the connection was
successful.

It should now show connected,

il

VPN Connected to 172.16.0.1
Cisco

You must now make the connection to your office computer through rdp or remote desktop
protocol. Click on the start button and navigate to “windows accessories>Remote Desktop
Connection.

W
. Weather
. Windows Accessones
Character Map
Internet Explorer
Math Input Panel
Notepad
Paint
Remaote Desktop Connection

Snipping Tool

b 7
c
4
L |
)
o
o

Steps Recorder
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On your home computer open your desktop remote. DO NOT CONNECT YET
You will need to follow the three-step set-up one time to set up Audio and

Recording so you can hear and speak.

Three step set-up for audio and recording on the Remote Desktop Connection Menu.

1. Select the Show Options Button.
2. Select Local Resources

3. Select Play on this computer & Record from this computer select ok.

Now you can connect to your Remote Desktop Connection.

B3 Remcte Desktop Conmecticn

%5 Remote Desktop Connection - X

&, Remote Desktop Connection

l Remote Desktop

Remote Desktop % Connection T D
< Connection e N Cornnaction
— .5”‘ i""" "o Sode vy Remote audio pheybach
G * plcz32.02 8 s (®) Play on this compater

name: mc'pfordenbacher

can gdt or dolate these credentials

v, Show Options

credentials wil be used to connect to this computer

[Comeat ][ reb

7 Do et plary
() Play on remote computer

‘ a
:

i
(R

Remote sudo recordng

you wart 13 se ” Ohcw!mmcmlqw

Remember when using the computer name it would need

*If you don’t have the computer name contact IT

%5 Remote Desktop Connection = = In the box that opens you will enter your full
"¢ Connection
Compter- | Example: computerfabracan com . to be the fully qualified name with domain.
Username:  None specified Such as: Adm205a01.admin.rose.cc.ok.us
The computer name field is blank. Enter a full remote computer
name.
%) Show Options | cmez |[ e || services and someone can assist you.

Enter your credentials again preceded by rsc\user name in the next box that opens then click

Connect.

After doing so you should now see the desktop of your office pc.

Congratulations you are now ready to work.

When finished working just logoff or disconnect your session on the work computer. On your
windows 10 pc disconnect your VPN session by right clicking the running program in the lower
right and selecting disconnect. You may have to click on the up arrow.
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Right click

a m

left click 11:53 AM
AR B gemms

Open AnyConnect

" Show Connection Motices
VPN Disconnect

About
Quit

You can reestablish your connection by clicking on the globe which will open the connection

box again if needed.
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'] To begin follow instructions step by step. Checklist

1 Select The VPN Setup Information link.(zip file) on website.
The menu will ask where to place zip folder,

] Select, desktop if not it may go into your downloads.

1 Right click on the folder and select extract or whatever you have to extract
files. (My computer at home uses 7-zip to extract.)

(1 It will pop up with a menu to select Destination and Extract.

(1 It will create its own folder with the same name to open the files in.

o If that doesn’t work: Create a new folder on the desktop. Open the
zip folder then select every file in the folder and copy/extract to the
new folder you created.

1 In the new folder you created right click on the Setup file and select “Run

as administrator”.
If user account control is enabled you will see a box open as shown below

[J Click yes to continue the install.

0 Important! In the next box that opens, uncheck every box except for the first Core &
VPN and bottom Diagnostic & Reporting Tool and click Install Selected.

] A new confirmation box will open then click OK to start the install.

[J Inthe new box that opens is the EULA or license agreement. It is recommended to read
through the agreement then select Accept.

[ The last box will indicate successful completion of the program install. Select OK.

[J Open the start menu and either select Cisco AnyConnect at the top in recently added or
the lower folder named Cisco which has the same shortcut.

[0 Inthe new box that opens when you launch the program need to type in vpn.rose.edu
including the dots as separators as shown below then select Connect.

[J This window may or may not open after connection. If it does just select the only box
checked below.

[J Try the connection again and click Connect Anyway.

[J Inthe next box in the user name box enter
rsc\ followed by your rose login user name and in the second box your login password
Rsc\jearle is for example only.
Remember passwords are CaSe SeNsltiVe.

After clicking OK a dialog box in lower right corner of your taskbar it will open attempting the
connection, when it disappears and if not presented with an error the connection was
successful.
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It should now show connected

You must now make the connection to your office computer through rdp or remote
desktop protocol. Click on the start button and navigate to “windows
accessories>Remote Desktop Connection. Or begin typing remote desktop connection
into the search bar and it will pop up with Remote Desktop connection. Select

In the box that opens you will enter your computer name. If you don’t have the
computer name contact IT services and someone can assist you.

Enter your credentials again preceded by rsc\user name in the next box that opens then
click Connect.

After doing so you should now see the desktop of your office pc.

When finished working just logoff or disconnect your session on the work computer. On
your windows 10 pc disconnect your VPN session by right clicking the running program
in the lower right and selecting disconnect. You may have to click on the up arrow.
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